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ESOPY=H NRZHE - DATA MINING

KAVOVEF FYEXETIFHE

[WIN-KISS ME] [ WIN-EASYPAY ]

[ e-TRANS KANONEZ ZYZXETIZHZ |

ETATIZETIKH ENHMEPQEH ALAE
ETATIZETIKH ENHMEPQZEH EET

MIS PHONE - MOBILE BANKING i
WEB METRICS INTERNET BANKING [ WIN-ATM |
(FE JARMIONPAPIA FTOIXETA APECFTIREY KAPTEE
FIEAA IV WAAUEANR
[ WIN-DEBIT |
EMAITEAMATA |
TOMNDI AIAMONHE |
HAIKIEE ] FAAKETOD EXPRESS
[ WIN-APS |

EFOXOLETHEETF KA FAXTHVA FO

FTOXOBETHEH WINBANK INTERNET
ZTOXOBETHZH WINBANK ALERTS CALL CEVTER
ZTOXOOETHZH TAMEIO EXPRESS [ WELCOME CALLS |

[ AITHZEIZ CALL CENTER |

AANNEE EDAPVOFES
[ ETATIZTIKA CASHIER |

ANIXNEYZH AITATHEZ - FRAUD DETECTION

WAIABANR TVFERNET
[ IMTERMET BANKING FRAUD DETECTION ]

ATAXEIPIZH RSA SecurlDs

WA TVTERNVET
[ WIN-TOKEN |

[ e-TRANS (MPO®IA XPHETON WINBANK INTERNET) |
[ BANKPREBUS KANONEZ ZYZXETIZHE |

OVAADTFOTHER, FYETAACN FOTIAEH

e-CHURMN {ANENPTOI XPHETEZ WINBAMNK INTERMNET)

RFM AMAAYZH XPHETON WINBANK INTERMNET 2005

RFM {MPO®IA XPHETON WINBANK INTERNET 2005}

RFM ANAAYZH XPHETON WINBANK INTERNET A" EEAMHNO Z006

RFM ANAAYZH XPHETON WINBAMNK INTERNET A" EEAMHNO 2006 {(Zo MEPDZX)

MPOM®IA NMEAATON MH KATOXON XPERQETIKON KAPTOMN

MOVTEAA FAPOBAEWHE

l RFM MONTEAD NPOrMNREHE ME FTPAMMIKH NAAINAPOMHEH ]
[ RFM MONTEAD MNMPOMNOEHE ME AENTPO AMNO®AZHE I

AL BOPA

[ MYPAMIAA HAIKION |

AFMROFTEVATENEY EPFAXTES AMETA AFTQD KPIEH

5th IBIMA CONFERENCE, CAIRDO, EGYPT. 2005

4th ICCSIT, AMMAN, JORDAN, 2006

1st ARES INTERMATIONAL CONFEREMCE, YIENMA, AUSTRIA, 2006

2nd ICBME, IZMIR. TURKEY. Z006

EMMA 2006, BILBAD, SPAIN, 2006

EXETIKA ‘ l B+

AFEVYEVYVEH HAERK FPOVIKAE TPAFESTIRHE - COPYRIGHT 2006 |
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Welcome Page

ernet - Microsoft Internet Explorer provided by Piraeus Bank
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* KINHZEIZ AOrAPIAZMOY

* KINHZEIZ KAPTAZ

Amazon-like
menu

> MAHPOMH KAPTAZ

PIRAEUS e
NS BANK

Ovopn:

BAXIAEIDX AITEAHE

KaAwc HpBare k ATTEAH

¥pnopgonomoats Ty unnpecsia winbank internet TeheuToio popd onig: 3182005 13:02

B Néo

B Mnwipoto yio eodc

@ O npomipfosl; pou

FUVOAAOYED NOU sKTEASH OUYVa 0 NEAGTNG I CUVOAAOYEG NoOU
EKTEAOUY NEAATEG e TO idi0 profil ov npoKsmo yio vEo NEAATn

B Top ouvoAAoyeg XpnoTaw
01 NA£0V XPNOILONOINUEVEG TUVOAADYED OAWY TWY XPHOTOYV

LEOW TOU ?
winbank internet & winbank phone kisiyf

W Nbank easypay
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KRIOS Data Mining Projects

wneank €-Trans Association Rules

wneank CUStOMer segmentation according to e-Trans
wnoak RFM analysis

wneark NO debit card holders profile

wneank RFM predictive model

wneank RFM C&RTree

wneak ASSociation Rules of Bank products amongst e-
users
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[ Login e-banking

User ID

PIN

Demo

I forgot my password

[ Login winbank for cards

Piraeus Bank Credit Card
Number

Expiry Date

cYvz
(Cwvz, CVC2)

Birth Date
(DD MM T

)

E

Learm More

+ Security

Unique Offer for you! Watch football on the Internet, whenever you want!

Are you a football fan?
Watch all the Matches, all the Goals and the Best Highlights of the rmost popular European football, right
on your PC provided through videosports.gr

Details

Ancother Contest from Piraeus Bank in association with Hellas Network Computing

Perform your banking transactions through winbank internet and win free seminars (100 hours each) in
Windows ®P and Office ®P, offered by the computing center Hellas Metwork Computing, of total value of
£450,

Details

Top European award for winbank easypay service

winbank has been rewarded a European top prize! This time the award was for its new and innovative
service winbank easypay.

Details

Piraeus Bank offers an internet connection, that requires no contracts, no commitments and no
subscriptions.

Lag-in to winbank intermmet, perforrn your banking and trading transactions or surf the web using winbank
free internet connection. Piraeus Bank internet connection with no subscription is the most easy and
quick way to connect to the internet.

Details

Contact phones 801 802 303 804 or 210-3288000, erail: support@winbank.qr

+ Terms of Use

Credit Card Balance

Transfer Calculator

IBAN Calculator
Organizer

Branches / ATM

Technical Specifications

Select Application...

If you name it

you can make it
happen

=l

[ [ [ [& [ rternet
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Describe the transfer

winbank internet - Microsoft Internet Explorer provided by Piraeus Bank
address | @] https: ffwww.winbank, gr[frames/TEimain. asp?sessionld=84CACIEDCFEEEDC CCFD 20 ECACT CBD2CEBCRIBED2BD CHBE CED2CF a0 6 C CBECFEECABCEICABIE200004 “ . Go o
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Wedn

MY PORTFOLIO Third Party Payment in Piraeus BanlAccount —
PAYMENTS /TRAMITCHS

Third Party Payments, Remittances and Other Bank Credit Card Payments {immediate) up to €600 {dail¥) can be executed
STOCK MARKE: without the use of extraPIN. vou have €600 available until you reach your aggregate daily limit. Learn more...

ALERTS!

Account From: | Selection A
SERVICES

To Account:

PRODUCT APPLICATIONS .

u(J

SECURITY SETTINGS Reecemn:

¥ Transfers @ 5000 >
; (=1l ET 2 decimal separator,

E.g. The amount ten thousand five hundred EUR and fourty cenfls, must be inserted as 10500,40
[ Execute this transaction:

* Payments Immediately

» Payments through File on

Third Party Payments, Remittances and Other Bank Credit Card Payments (immediate) up to €600 (daily) can be executed
without the use of extraPIN. You have €600 available until you reach your agareqate daily limit. Learn more..,

on the last working day of every month

F Give your customers the ability to pay you
e |
from remote locations...

b o

PIRAEUS S @ mternst
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Piraeus Bank Group

ExtraPin [Receive extraPin SMS]

extraPIN:
12345678

| 20/04/05
12:10:33

PIRAEUS
NS BANK 10



winbank internet - Microsoft Internet Explorer provided by Piraeus Bank

== TPAMEZA
MNMEIPAIOZ

TeTOpTH

Afpn extraPIN

XAPTOPYNAAKIOD

NAHP2MEE f META®OPEE
O kwdikog extraPIN coc £xs1 anoorahei oTow aplBpod kKivnTol TNASQOVoU oac.

XNPHMATILETHPIO
MNa ™ v acpaisid oo pohic AaBete Tov kwdiko extraPIN 8o npénel vo Tov EI00YETE OTO Nedio nou akohouBsel o xpovo AyoTERD Tww
SeaBlcn 0uUTO TOTE N I0XUG TOU OKUpOVETTI.

Lo

ALERTS! ] : ! =
5 AsnTww. Av pECa OTo S100TNHO auTO G

YMHPEXZIEEZ NEAATH FextraPIN: |

AITHEZEIZ NPOIONTON

PYOMIEZELIEZ ATGANEIAT

H Acwpaioia oog
Kwdixkoi EwvdSou —
Acopaolciog
extraPIN
Afjypn extraPIN [}S

Akkayn ApiBpod KivnTol
yia Afyn extraPIN

AvuvatoéTnTa anooToAnc epfacpaTwy

HEow Tng unnpeciag winbank mobile... \ “'
L

5| 84 Local intranet

PIRAEUS
NS BANK
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Complete Transaction

winbank internet - Microsoft Internet Explorer provided by Piraeus Bank

== TPAIMNEZA
MEIPAIQZ

Teraptn

MAPTODYAAKIO
NMAHP2MEEZ /META®OP =X
XPHMATILEITHPIO
ALERTS!

YNHPEZIEEZ NEAATH
AITHEIEIE NPOIONTON

PYBMIZEIXZ ATDANEIAE

MsTagopig

MeTapopa oE
MAoyaplacpd pou
MsTawpopa npog TpitToug
otnv Tpanslo Naipaing
MeTapopa yia Minpowpn
Tipchoyiou CLA

NMAnpeopsg

NAnpopsc pfow Apxsiou
EfopAnon Aoyamaopowv
EpBaopaTa

Visa Direct

winlife

EvnpepwdsiTe

@] Dane

And To Noyaplaoud: | 5013-014409-524 (AnoTauisuon)

Mpoc Movaplagus: | Athens Trawvel | |5031

Amohoyia:

MNood: (5000 EUR (1703750,00 GRD)

¥ | TAMIEYTHPIO -K- EUR
000370 ||135

Mapakoholpe xproponaifore To képpa [} wg ocopfoio unofiaorolns.

Mopaferypa: To nogo SEko ihabeg nevroxkdoa EYPR kol copavTo AEnTa, npenel vo kaTaxwpnfel 10500,40

@&Aw n ouvahhayr va EKTEAECTEN:
@ Apsga

O EZTIC

[ ®2Aw n cuvakhayr va enavahapBaverar:
KaBe pyfwva oTtig
Tnw npwtn gpyaoipn kabBe prva
Tnw TeheuTaia gpyaocipn kaBe priva

EVTEAGC AQPEAN 2wc Tic 17

Mafete nepICTdGTEPA TWHA ...

/09/2005.

vy ||

5 %3 ocal intranet

12
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Piraeus Bank Group

Security Framework

1. Daily amount limit: 600 Euros

2. “Risky” transactions
a. Funds Transfer
b. Massive Payments

c. Credit Card Payment

13
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Fraudster Attitude

User — Id
PIN

N |

rrrt Faapiburrer prervided by Pieacus Bank

I ‘?_ Uriegues e For il Watch Tootlal o U Tnberet, whenever you mant o IwAN Caleulator
A il fans?

PN
r w has, all tha Gonle 4nd the Best Nighlights of tha mast Eopuler Duropasn football, right B Brandes [ ATH
o < a3 thicugh videosports.gr
B Terhnical Gpocifcations
e Dataila [satect Application.. =]
- I, Anothar Contast from Firseus Benk in sssociation with llallas Natwork Computing

1 furgat vy password

. wird
[i} Legin winbank for cards 49

Piraeus Bash Credit Card

s el
Fy  Top turopean sward for minbank sssypay service
Expiry Bate
winbank har been rewsrded a furopesn top prize’ This time the sward war for #3 new and innovative
- Tarice webarh sasyBan
(Evve, evez
—
o— B,  Pirssus hank offers o, that ontracts, i
8 n
(DO MM ) subrseriptive,
fr— et
‘ Contad phenes SO0 B2 BOT 04 o ZAS-FR2ER000, wrad puppurt Sveinbahar
] 155 [ ot
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Piraeus Bank Group

System’s Rules

wneank User’s “Risky” Transaction History

wneank Amount of “Risky” Transaction<=600 Euros
wneank Day(s) frame

wnoark |P address

wneak Language of Internet Banking Site

wneank VOlUmMe of “Risky” Transactions

wneak EXtraPin Usage

wneark NUMber of Destination Accounts or Cards

PIRAEUS
NS BANK 15
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Menu

s
W nbank FRAUD DETECTION 505

IANOYAPIOE MEHPOYAPTOX SR IO
A P LT o (24 N LR ] LUE:
Lo NI E AYTOYETIOZ FHITEMBPILZ
LI, | EEEEEERLN SUTEHE L S AR R
Wersionini :EH'

AIEYBEYNEZH HAEKTPONIKHE TPAINEZIKHE - Copyright 2005

16
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Suspicious Activity

| ¥

EITOIXEIA XPHETH ME YNONTH ZYMINEPIQOPA

r 5

. .| Mag  Username NArbog Suvohiké Mogd  Hpeprioiog NArbog Tinwog ouvehhayig
Tumog fcpopoTaY imomioy MO, moood  Aoyoploopay
. Tuviyne NUEP@DY PE GO OULCAROY @Y monTmy umodogic
ouseARoyi ouLoy
: | 2 | 1.150,00 £ | 575,00 £ | 1 |mnpmpﬁu~crpimug Evrt Tp Neipmidag | 2 | 115000 € | 1,000 ] 575,00 £
| 3 | 1.600,00 £ | 600,00 £ | ] |Online Eppdaparn | 3 | 160000 £ | 1,500 l 600,00 £
| 2 | 12000060 600.00% | 1 IDinoun oz 1offoue Fvrde Tp Nepmig | = | tZzoopo€ | 1000 | 60000¢
:i ] | 4 | 2400 ngh R|Sk | 4 | 240p0e | 2000 [ 600,00 ¢
m | 3 | 1.800) ré¢ Tp Nepadg | 3 | t1goopoe| 1500 | eo0,00¢
| 1 =A%, i Tp Nepmde | 10 | sooopog| soo0 | 600,00€
| 2 | 1.200) | 2 | 120000 € | 1,000 i 600,00 £
m | 2 | 1.200) | 2 | 1zopoe] 1000 | soo00¢
m | 3 | 1800005 [ GO000¢ | ] [Crline EpBiowara | 3 | teoopoe| 1500 | 600,00¢
ALARM ] | 2 | 1.180,00 £ | 595,00 £ | 0 |Online Ep iy | 2 | 1.190,00 € | 1,000 l 595,00 £
| 4 | z40000€ [ 60000€ | 0 [Manpoows Miomonkric Kaprog dhang Todmefag | 4 | 240000€ | 2000 | 600,00 €
:i[ e 3 | 180000€ [ 60000€ | 1 [Minpuowr| oz rairaug Evrog Tp Nepui | ¢ | 2%0000€] 2000 | &7500€
|— ]l | 2 | 1.200,00 € | 600,00 £ | 1 |mnpmpr‘1u~arphoug Evric Tp Neipmidg | 2 | 120000 € | 1,000 ] 600,00 £

&

L]

Record: HI '” 1 PlPIlP*iof 30

Double click oo username
yio ovdAugn Kivioewy

ﬁ

MARBoC usernames JE UTTOTTTH CUMTTEPIQOPA:

-

PIRAEUS
NS BANK

17



I\

PIRAEUS
BANK

Piraeus Bank Group

Suspicious Transactions

i FRAUD DETECTION

Tomoc ovecihoyic  [Onling EpRdoyard

ANAAYZH ZYNAAAAT QN

Crsid

Username

p
II

| Kodikég ouwiyng Huspopnuic Npa Noad Aoy. ¥piwang Aoy. NigTaang Client IP Xdpo Npoihevong ridooo
- [ R [oansinoce [11:14 | 500,00 € | [po-130217 30 [GERMAHY [er
59170115 |03m3rznus |1n:2? | 600,00 € | |au.130.192.195 IGERMAN‘:" IGR
90569554 |1|im3;2|1|15 |11:30 | 600,00 € | |au.130.224.149 IGERMAN‘:" IGR
|23:51 | 600,00 £ | |8|:|.1 30227122 IGERMAN‘E IGR

91015159 |2ll.l'l13J'2lll]B

o|

: Record: 14| 4[] 1k [ lr#] of 4

18
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FRAUD DETECTION

Piraeus Bank Group

Fraud
/ \

KoBikog ovwivng m ipa

Tomog ow@RINgYNE

6467 00 € | 587,91 € | 1

ANAAYZH ZYNAAAAT QN

Iﬁ?\ wpf) e TpiToug Eviog Tp Napoyg 11

Crs id

Username

n

]
_—

Moy, Xpiwong

M’ [ps0972005

\ IDD:22

/ 570,00 €

?0?005/3 |mt 09/2005

\|22:|:|?

/ 587,00 €

| |

| |

| ma33f3|:| |-|a} 092005 21:00 | 590,00 €

| 70853745 |-|-| 092005 .52 | 589,00 €

| 70910757 |-|2 092005 | 225 | 594,00 €

| T103ps3T |-| 3092005 |: 210 | 593,00 € |'
| Ti2ahs25 |-| %2005 | 427 | 596,00 € |_
| 71 383?[!5 I'Iﬁ D9/2005 259 | 579,00 € r
| 71 45?*3 I'IT 092005 1602 | 591,00 €

| 71 4?88?1:\ |-w 092005 / |1 751 | 589,00 €

| 71543715 ‘}{1} 092005 / |1 215 | \ 589,00 €

e s | e | |

Anpopr] o Tpitoug Evtag Tp Napoiig

. MioTwong

B.467 00 £ 0367

587,91 ¢ H

[¥

FRAUDI!

Client IP

wpa MpoiAtwon

|32.4|:|_?5_1 24

|Ly1|TEn KINGDOM

\

ISZ.T3.59.4D

IETHERLAHDS

\

IB4.EB.1 5711

UHITED KINGDMM

\

00 63.223.69

|FP.A||+:E

1:50.214.193.90

IEURHPEAII UHION

17216 62186

I*JPAIII

4 152.249.:50 IUIIITED STATES
5232929 IUIIITED KINGD
52.73.69.40

\IIIETHEF’.LAIID‘:»

|21 6.239.65.226

\i:AnAnA

\\

|21 7.216.61.35

I:\PAIII

/

Recard:blll 1 || 1 _» |>||He| of 11

PIRAEU
S BANK
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Bank’s Actions

s A

Fraud Detection Report

m
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Piraeus Bank Group

Impacts

wneank Added Value
wneak COSt Saving
wneank Quality of Services

wneak CUStOmMer Loyalty

21
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