
 

A. Revenue Sharing and Asset Ownership 

Important factors affecting the mobile broadcast revenue 
sharing model are content ownership and customer 
ownership. Content providers—mobile television broad-
casters—are the content owners, and hence they have a key 
role in the value chain. Their broadcast content is what 
end-users may decide to pay for, and for that reason they 
have a strong say on mobile broadcast revenue sharing. The 
more end-user appeal the provided content has, the more 
bargaining power that content provider company has in 
negotiating contracts with one or many service operators 
willing to include the content (typically television or radio 
channel) in the SO’s service offering.  

Customer ownership, however, lies in the hands of service 
operators: SOs take care of all end-user transactions, 
customer support, pricing and selling services. In addition, 
the task of SO may be assumed by a mobile network 
operator (MNO), in which case the SO has a direct access to 
mobile subscriber records.  

IV. DIGITAL RIGHTS MANAGEMENT 

A key point in mobile broadcast business is how pay-TV 
purchases are reliably accounted to a particular end-user, a 
person ready to actually pay the bill, and how to ensure that 
the delivery and use of the viewing rights is secure. In 
principle one could implement any kind of online 
subscription mechanism, users filling in their contact details 
and subsequently receiving some kind of digital keys or 
rights for viewing the content. However, in this scenario we 
would have to rely on the terminal devices (and users) not to 
distribute the purchased keys, or viewing rights, to others. 

A. CMLA 

In order to establish trust between content owners, service 
operators and end-users, a company called CMLA (Content 
Management License Administrator) [3] has been founded 
to function as a trust authority for digital content delivery 
services. According to CMLA webpage, founder companies 
Intel, Nokia, Panasonic and Samsung are aiming at 
providing a trust model for Open Mobile Alliance (OMA) 
DRM 2.0 technical specification [4]. In short, the main task 
of CMLA is to certify the DRM implementation robustness 
of the devices (both end-user terminals and the server side) 
used in digital content delivery. An example would be a 
scenario where CMLA gives licenses to DVB-H enabled 
mobile phones and the service operator’s server system, or 
namely the Broadcast Account Manager (BAM) in the 
Nokia MBS case. This licensing results in setting up a public 
key infrastructure (PKI) where CMLA generates a private 
key—public key pair for each individual terminal, and 
functions as the key repository and trust provider. 

B. OMA DRM 2.0 

OMA DRM 2.0 is one of the contemporary digital rights 
management standards, created by the Open Mobile 
Alliance organization. It is described here because OMA 

DRM 2.0 is the DRM specification of choice in the Nokia 
MBS platform, together with the CMLA trust model. 

In OMA DRM 2.0 the digital content is protected with 
encryption, but the decryption keys are separated from the 
content to rights objects (RO) which are received separately. 
In the Nokia MBS case the protected content is delivered 
over a broadcast medium (DVB-H network) whereas the 
rights objects are requested and received over an IP-capable 
return channel such as GPRS, 3G data or WLAN. 

The rights object contains a key for decrypting the 
broadcast content, but the key (CEK, Content Encryption 
Key / OMA DRM 2.0) is further protected by encrypting it 
with the terminal’s public key, using the public key 
infrastructure backed by CMLA. 

V. TERMINALS AND USERS 

In order to convince the content owners and content 
providers of the content protection mechanisms used on a 
particular content delivery platform, we have to implement a 
DRM system and somehow enforce it. Adopting OMA 
DRM 2.0 and CMLA is a real-life example of this, resulting 
in trusted devices and secure DRM rights object delivery. 

However, the end-users have to be recognized as well. A 
rather straightforward way of identifying a mobile TV user 
is to use his/her mobile subscriber identity, the IMSI 
(International Mobile Subscriber Identity). IMSI is stored on 
the SIM card, accessible to the terminal whenever a purchase 
request is made. In addition to IMSI, each mobile phone has 
an IMEI code (International Mobile Equipment Identity), a 
unique code identifying the individual device. These two 
codes, IMSI and IMEI, can be reliably used for recognizing 
the user and the terminal. The IMSI, in addition to uniquely 
identifying the mobile subscriber, also contains MCC 
(Mobile Country Code) and MNC (Mobile Network Code) 
codes. By looking at the MNC terminal knows the mobile 
network operator of the user, which makes it possible for the 
terminal to decide which parts of the available broadcast 
services are shown for the particular end-user. 

 
A side effect of using IMSI for recognizing the users is 

that the IMSI must eventually be mapped to a real person 
with a name and a billing address. This mapping is only 
available in the MNO’s subscriber register where IMSI is 
mapped to a phone number (MSISDN) and personal contact 
details.  

If IMEI and IMSI are used for recognizing users, as is the 
case on the Nokia MBS platform, MNOs are given an 
important role in the mobile broadcast value chain: either 
MNO companies would have to take care of the SO role, or 
non-MNO companies as service operators should make 
contracts with MNOs for getting the mapping of IMSI to 
subscriber contact information. If a non-MNO company 
would want to be a mobile broadcast service operator and 
stay independent from the MNOs, IMSI could not be used 
for subscriber identification. Instead a separate subscriber 




