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Abstract— The concepts, Trust, Risk, Privacy and research based on the integration of our empirical
Security, are widely used in various studies done by findings and current literature. Achieving these
multiple disciplines, and they are often incorrectly tprge goals will result in an advanced understanding

referred to almost as synonyms. The aim is to clarify ¢ yne tour concepts, whicwill provide researchers
the concepts from the consumer viewpoint in e- .
opportunities for further research.

commerce. The findings of our qualitative study ) )
suggest several relationships between the four The paper is structured as follows. Firstly, the
concepts and serves as building blocks for further theory of trust, risk, privacy, and security are

research. discussed. Secondly, data collection, methodology,

and the analytical approaeine introduced. Thirdly,

the findings of our study are presented. Lastly, the

| INTRODUCTION paper concludes with a theoretical dlscusspn,
indications for further research, and managerial

E-commerce has gained wider popularity amongplications.

consumers during the #@entury. The domain area

is researched in many alternative ways and by I.

multiple disciplines. However, there seems to b&yeORIES OF TRUST, RISK, PRIVACY, AND

confusingly many studies of trust and trusted third SECURITY

parties, of trust and risk, of privacy and security in

e-commerce. These concepfstrust, risk, privacy, A. Trust

and security are usgd_fmany purposes and with The concept of trust has been heterogeneously

many meanings. It is important to understand thgt

these concepts serve different purposes: trust aneJ|_ned by many authors in the fields of economics,

risk are human-related concepts, while security ?QC'aI . psychqlogy, 'sociology, management,
mainly used in a technical way. Security in thaparketing, and information systems [4]-[5]. One of

sense is the means to achieve and support consuffigrmost accepted definitiorf trust is stated as
privacy. Security could ab mean a consumer’sfollows: “the willingness of garty to be vulnerable
feeling of being secure, safe. So, there is a need #®r the actions of another party, based on the
clarifications. expectation that the other will perform a particular
Studies concerning consumer trust, privacy, a@gtion important to the trustor, irrespective of the
security are often theoretical in nature [1]ability to monitor or control that other party.” [3,
Therefore, there is a lackf empirical evidence to Pp. 712]. In this paper, trust is approached based on
support different model$:urthermore, according tothis definition.
[2] there is no unified view on the relationship Literature concerning consumer trust in e-
between the concepts of consumer trust and risemmerce treats trust a® multidimensional
even though they are seas the two key conceptsconstruct including three elements; 1) institutional,
of the phenomenon of consumer trust [3]. 2) interpersonal, and 3) dispositional trust [6].
The aim of our study is to generate akstitutional trustrefers to an individual’s trust in
understanding of what meanings consumers giveiftitutions, like the laws in a society or in the case
the concepts. This objectwvill be reached throughof ~e-commerce, the technology itself [7].
three goals. The first goal is to review literaturthterpersonal trustefers to an individual's trust in
concerning the four concepts. The second goal isa@other specific party or the trustworthiness of a
empirically investigate the meanings that consumdhdrd party, like an e-vendor, a newspaper
give to the four concepts. The third goal is tpublishing an article concerning an e-vendor, or a
provide theoretical building blocks for furthefriend who gives recommendations about an e-
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Confidentiality is related to the broader concept of The informants were recruited by advertising on
information privacy: limithg access to individuals'the web sites of a local newspaper and an electronic
personal information. grocery shop, through the mailing list of a local
The concept of integrity relates to the health care district, and in one seminar. The
trustworthiness of information resources. It is usdgformants  had  different  backgrounds and
to ensure that informath is sufficiently accurate €Xperiences with e-commerce. _
for its purposes. The information should be _The duration of the interviews vangd from 30
authentic and complete. Fexample, forwarding Minutes to two hours. The interviews were
copies of sensitive e-mail threatens both trﬁ%

confidentiality and integrity of the information. Omes. The mterwews _starteq from a general
- A X . discussion about the interviewee’s background as an
Availability refers to the availability of information

.e-commerce consumer and continued to a

nducted in the intelrewees’ workplaces and

processing, and storing information that g ocery, health, media)ll the interviews were
accessible when needed, by those who need it. fle recorded and fully transcribed, and the findings
information system that is not available when yoyere giscussed in a multidisciplinary research
need it is at least as bad as no system at all. It mayyp.
be much worse if the system is the only way to takeThe analysis of the empirical material was
care of a certain matter. conducted as follows. Firsthe transcriptions were
read several times. Secondly, the empirical material
M. was sorted according to the themes (concepts of
METHOD, DATA COLLECTION, AND trust, risk, privacy, and security) presented earlier in
ANALYTICAL APPROACH this paper. Thirdly, in afer to clarify the concepts
from a consumer viewpoi, we compared the
In order to bring out consumers’ views on thbterature and our findings from the interviews.
introduced theoretical concepts, we decided to adag@tstly, the quotations and our analysis were sent to
a qualitative method, namely a semi-structurétie informants in order to confirm that we had
theme interview. Furthermore, our decision to adopiterpreted their thoughts correctly.
a qualitative method is supported by the fact that a
gualitative method is useful in a situation where a IV. FINDINGS
rich amount of data is needed to generate
possibilities to understand the phenomenon as this section the findings of our study are
broadly as possible and to generate new insights. introduced. Starting with conmer trust and risk in
Since electronic commerce includes mary.commerce, we will discuss what meanings the
different contexts, we decided to conduct thgonsumers gave to the four theoretical concepts.

interviews in three diffent contexts: electronic the rejationships between the different concepts are
grocery shopping, electranihealth care services,; 4 giscussed.

and electronic media. The reason to choose these

contexts was that we expected that trust, risk,

privacy, and security would attain differenfA. Trust and Risk

meanings in differentcontexts. For example, |n the theoretical part of this paper, consumer
electronic health care services can be assumed tq,b&t in e-commerce was divided into three different
services where consumers’ privacy and dafdements, namely interpersonal, dispositional, and

security concerns could emerge more than in i tional trust. Furthermore, we discussed that

context of electronic media. By conducting .thgonsumer—perceived risks and trust are seen to be

&ose concepts and that risk is a prerequisite to trust
]. For that reason, in the empirical part we treat
consumers in one context. hese two concepts as a whole. Next, we present the

The data for the analysisas collected during theNformants’ views on interpersonal, dispositional,
summer of 2004. Three terview sets included @nd institutional trust. Furthermore, the relationship
altogether 30 informants. Eighteen of the informanf$tween the three elements of trust and risk is also
were women and twelve were men. Six were undéiscussed.

30 years old, twenty were between 30-50 years, and he following quotation illustrates interpersonal
four were over 50. trust. The informant’s view on the e-vendor’s strong

brand is presented in more detalil.

wider point of view concerning the four concept
than would be possible by only interviewin






Internet became widespread, the technologicsgcurity have a relationship with the concept of
dimension was also included in the concept gkrceived risks. Thus, they have an indirect effect
perceived risks [24]-[26]. Nowadays, the concept oh consumer trust in e-commerce. More
risk in the context of @emmerce has been seen tepecifically, privacy and sedty have an effect on
include five dimensions, namely financial, socialpstitutional and interpersonal trust, because
psychological, technological and physical risks [26¢onsumers perceive risks related to technology
What is interesting in the concept of perceive@nstitutional aspect) and the e-vendor (interpersonal
risk is that in consumer research literature déspect). It could also bargued that security has a
includes the concepts of privacy [26]-[27] andlirect effect on trust, asur findings indicate. More
security [28]. For instancerivacy is considered aspecifically, our findingsridicated that security has
dimension of psychological risk and security a direct effect on dispositional (consumers might
dimension of financial risk [29]. Our findingsfeel some suspicions related to e-commerce in
indicate the same. Our informants said they ageneral, which may lead them to not trust in e-
concerned about privacy and security. Thesemmerce without any specific reason), and
concerns were mainly related to technology, but timestitutional trust (security is perceived based on the
concern about privacy was also addressed to, ®wendor's nationality). Our model also suggests
example, financial risk. Thus, our findings anthat trust and risk have a duplex relationship. The
current literature indicate that security and privadggic behind this is that trust could be seen as
have some relationship with risk. It seems thdiynamic construct. For example, the consumer
security and privacy can haea effect on different might trust in an e-vendor, but if something harmful
dimensions of risk, like financial and psychologicdtappens in the relationship, trust might decrease and
risks. For that reason, weiggest that the conceptsisk increase.
of privacy and security sluld be understood as
elements that have an influence on risk, not only on
technological risk as is usually thought, but also on VI. INDICATIONS FOR FURTHER
other dimensions of risk. For that reason, security RESEARCH
and privacy have an indirect effect on consumer
trust in e-commerce toobecause it seems that! his paper deals with four important concepts in e-
security and privacy influeced the risks that ourcommerce research. In the current literature, these
informant perceived. Thus, in line with [3] thoughtsgoncepts have been used as synonyms and there has
which indicate that perceived risks are a prerequisiigen confusion between the concepts and their
to trust, the effect of privacy and security on riskelationships. In the current study, a qualitative
perception m|ght a|so have an inﬂuence dﬁ]ethod was used to reveal consumers’ views on
consumer trust in e-commerce. different concepts.
Figure 1. presents a model based on our findings
and current literature, which illustrates the
relationships between the different concepts. As
discussed in the previous chapter, privacy and

Figure 1. Relationships between Trust, Risk, Privacy, and Security
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